
Workshop 3: Surveillance, Technology, and Social Media Training Guide

This guide equips participants with an understanding of historical and modern surveillance practices,
highlighting their disproportionate impact on marginalized communities. It helps identify surveillance
mechanisms, such as facial recognition and smartphone tracking, while exploring their role in
perpetuating inequities and eroding trust. Participants will learn strategies to safeguard privacy, engage
in activism safely, and advocate for systemic change. Through discussions and resources, the guide
empowers individuals to reflect on surveillance's societal implications and take action to resist its harmful
effects.

Main Takeaways for Participants:

● Participants will leave with an understanding of the methods and extent to which New Yorkers
are monitored daily and the effects of surveillance on underserved communities.

● Participants will gain knowledge of how monitoring systems reinforce structural inequalities,
damage community relationships, and stigmatize ordinary interactions and connections.

● Participants will discuss and examine the emotional and societal impacts of pervasive
surveillance and how it shapes civic engagement, personal freedoms, and social dynamics.

● Participants will learn how to safeguard their personal information and support their communities
in resisting surveillance through actionable techniques and resources.

● Participants will be prepared to drive meaningful reform by knowing their rights, mobilizing
community efforts, and confronting discriminatory surveillance systems.

Section Breakdown

What is Surveillance and Its Role in Public Safety?
Surveillance has long been a tool for social control, often disproportionately targeting marginalized
communities. Historically, this included practices like the 18th-century "lantern laws" in New York. It
required Black individuals to carry lanterns after dark unless accompanied by a white person. That law
aimed to monitor and regulate behavior through intimidation and fear.

In modern times, surveillance has taken on more sophisticated forms, utilizing advanced technologies
such as cameras, facial recognition, and digital monitoring systems. Despite these innovations, critics
argue that the fundamental purpose remains the same: to exert control over specific groups through
intimidation and fear, rather than fostering genuine public safety. Surveillance often undermines trust in
law enforcement, as the act of being watched can make individuals feel excluded from police protection
and instead viewed as potential suspects.

Moreover, evidence suggests that surveillance fails to effectively prevent harmful acts, challenging the
justification often cited by law enforcement. Instead of addressing the root causes of crime, it focuses on
monitoring symptoms, leaving systemic issues unaddressed. Additionally, surveillance technologies are
expensive to implement and maintain, prompting debates about whether these resources could be better
invested in community programs, education, mental health services, and other initiatives that tackle the
underlying drivers of crime and contribute to long-term safety and equity.



Surveillance raises important questions about the balance between public safety, individual freedoms, and
the equitable allocation of resources in building safer and more inclusive communities.

- Discussion Questions:
- How do historical practices like the "lantern laws" compare to today’s social media

monitoring?
- What are the consequences of these practices on trust in law enforcement?
- Could reallocating funds from surveillance technology to community-based programs

improve public safety and equity?

What Does Surveillance Look Like in Daily Life? Some ways you are surveilled!

Surveillance today takes many forms, ranging from traditional methods like police officers observing
individuals to advanced technologies that track and monitor behavior. Examples include stop-and-frisk
practices, NYPD cameras with facial recognition, automatic license plate readers, and tracking systems
like OMNY subway swipe-ins. Even private surveillance, such as Ring doorbell footage, can be shared
with law enforcement.

Additionally, databases maintained by police or commercial data brokers collect and share personal
information, often without transparency. Everyday items like smartphones contribute to constant location
tracking, easily accessed by the government.

- Discussion Questions:
- How does police surveillance technology in your neighborhood impact your sense of

safety and privacy?
- Do you feel safe knowing your social media or phone data might be tracked by law

enforcement?
- Should limits be placed on how authorities monitor online activities and public

gatherings?

Surveillance of Protests

Surveillance is also heavily used during protests, particularly racial justice demonstrations, where NYPD
employs facial recognition and social media monitoring to target organizers and participants. These
practices highlight the pervasive and intrusive nature of modern surveillance in daily life and its potential
to suppress organizing and infringe on privacy and civil liberties.

- Discussion Questions:
- How does the surveillance of protests impact public participation in advocacy efforts?
- Are police surveillance measures at peaceful protests a threat to our First Amendment

rights?
- Should protesters have the right to protect their identity at peaceful protests?

Surveillance of Immigrant Communities
A "sanctuary" city or state is defined as a place where local law enforcement does not actively assist
Immigration and Customs Enforcement agents (ICE), with deportation efforts. Typically, cooperation
involves local jails sharing information about detainees with ICE, enabling deportations. Sanctuary cities
are supposed to avoid such practices.



However, despite NYC's claim to be a sanctuary city, it and other jurisdictions across the U.S. often
cooperate with ICE in various ways. Databases like CrimeTracer (formerly COPLINK), used by many
large police departments, are accessible to ICE. These databases often include sensitive information, such
as facial recognition data, further enabling ICE's operations and surveillance of immigrant communities.

This highlights the blurred lines between sanctuary policies and real-world practices, raising concerns
about trust, privacy, and the targeting of vulnerable populations.

- Discussion Questions:
- Should sanctuary cities engage in information sharing with ICE? Why or why not?
- How do these practices impact trust between immigrant communities and local

authorities?
- What changes could ensure greater protections for immigrant populations?

Surveillance of Public Housing
Public housing residents are disproportionately targeted by surveillance technologies deployed by the
NYPD, using two primary tools:

● VIPER Cameras: A network of over 3,100 cameras exclusively in public housing, capable of
panning, tilting, zooming, and likely equipped with facial recognition.

● ShotSpotter Microphones: Devices that detect gunshot sounds but frequently generate false
alarms, often placed near public housing.

These surveillance tools are not only used to investigate crimes but also to monitor residents for lease
violations, which can lead to evictions for minor actions, such as spitting. This pervasive monitoring
contributes to the public-housing-to-prison pipeline, disproportionately impacting vulnerable communities
and reinforcing cycles of inequality and displacement.

- Discussion Questions:
- Is it ethical to use surveillance tools for monitoring residents' private lives?
- Why do you believe that public housing is monitored more than other housing?
- How do these practices reinforce inequality and harm trust in public institutions?
- What alternatives could create safer, more supportive housing environments?

Surveillance of Black and Latinx Children
Surveillance systems in the U.S., like policing, disproportionately target Black and Latinx communities,
extremely impacting our children. A primary example is the gang database, where 99% of individuals
listed are Black and Latinx, with a significant focus on young people. Children can be added to the
database simply through their associations with others already being tracked. This practice effectively
criminalizes friendships, perpetuating systemic bias and contributing to the over-policing of marginalized
youth.

- Discussion Questions:
- How does the surveillance of young people perpetuate racial inequities?
- What are the consequences of being labeled based on association rather than actions?
- What are some effects of handing labelling discretion to the NYPD?
- How can communities resist and reform these biased practices?



Social Media Surveillance
Law enforcement agencies, including the NYPD, actively monitor social media platforms using fake
accounts and data brokers like Dataminr to scan large volumes of profiles. This surveillance is often
focused on protesters, organizers, and marginalized communities. Non-English speakers, particularly
those using Spanish, are at higher risk, as common words meaning "family" or "close friends" are flagged
as "suspicious phrases." These practices raise significant concerns about privacy, bias, and the targeting of
vulnerable populations.

- Discussion Questions:
- How would knowing your social media is being monitored change your online behavior?
- Should surveillance systems be reformed to prevent cultural and linguistic biases?
- How does the monitoring of protests affect activism and community engagement?

Surveillance Mechanisms: Everyday Apps Under Watch
The NYPD utilizes everyday apps and platforms to conduct surveillance, raising serious concerns about
privacy and overreach. Platforms such as Facebook, Twitter, Instagram, CashApp, Venmo, WhatsApp,
iMessage, and non-encrypted SMS texting are vulnerable to police monitoring. This practice highlights
the extent to which law enforcement can access personal data and communications, even on platforms
many assume to be private. The lack of transparency and accountability in these surveillance efforts
underscores critical issues about the balance between security and the infringement of individual rights.

- Discussion Questions:
- Were you aware of the extent to which everyday apps are monitored?
- What limits should be placed on law enforcement’s access to personal data?
- How can transparency and accountability in these practices be improved?

Learn More About Social Media Surveillance
To better understand and combat social media surveillance, explore the #UnfriendtheNYPD campaign.
This initiative focuses on educating BIPOC youth and young adults in New York about how to protect
themselves and their personal data from law enforcement’s monitoring of smartphone apps. The campaign
offers practical strategies to safeguard privacy and resist unjust surveillance practices.

Conclusion

Understanding the pervasive nature of social media surveillance is crucial for protecting civil liberties. By
challenging biased systems, communities can advocate for transparency, accountability, and more
equitable practices. Engage with initiatives like #UnfriendtheNYPD to learn and resist unjust
surveillance.


