
 Social Media 
and Surveillance

Mingle!

THE NYPD GANG DATABASE



● Participants will leave with an 
understanding of the ways in which 
New Yorkers are surveilled on a daily 
basis, and the impact of surveillance.

● Participants will learn how to protect 
themselves and their communities 
from surveillance.

Goals and Main Objectives



Historically, surveillance has been a tool 
to control marginalized groups through 
fear. In the United States, that meant 
monitoring Black people 
○ In the 18th century, “lantern laws” 

mandated that people of color in 
New York carry candle lanterns while 
walking the streets after dark and not 
in the company of a white person.

What is surveillance and what does it have 
to do with Public Safety?



Today, surveillance takes 
new forms and looks more 
“high-tech,” but serves 
the same purpose.

What is surveillance? 



Surveillance is dangerous: not only 
does it fail to stop the harmful acts 
that police claim it will, it can make 
people feel less safe and less trusting 
of law enforcement. The fact of being 
watched, by itself, makes people feel 
outside the protection of police, and 
instead targeted and policed. 

What is surveillance? 



Surveillance is expensive - new 
cameras and technologies are 
not cheap. Imagine if we spent 
that money on addressing the 
root causes of crime, instead!

What is surveillance? 



● “Old-fashioned” surveillance: police 
officers standing around and watching you

● Stop-and-frisk!
● Technological surveillance, from cameras 

to location tracking
● Secretive police databases that officers 

enter people into, to subject them to more 
surveillance

● Commercial data brokers’ databases, sold 
to anyone for any purpose

What can surveillance look like in my daily life?
Some examples:



● NYPD cameras equipped with facial 
recognition, on light poles across the city

● Privately owned cameras, like Ring 
doorbells, share footage with the 
government

● Phone location data, tracking us 
everywhere 24/7, which the government 
can easily access

● Automatic license plate readers, 
permanently recording wherever drivers go

● OMNY subway swipe-in records
● Shotspotter, a system of microphones that 

falsely reports gunshots

Some ways you are surveilled! 



● NYPD uses facial recognition at 
protests, especially racial justice 
protests, to target organizers and 
protesters.

● NYPD also regularly looks at social 
media surrounding protests.

Surveillance of Protests

https://banthescan.amnesty.org/decode/index.html
https://www.fox5ny.com/news/investigation-launched-after-complaints-about-the-nypds-social-media-use
https://www.fox5ny.com/news/investigation-launched-after-complaints-about-the-nypds-social-media-use


● A ‘sanctuary” city or state is one where the 
local police doesn’t actively assist ICE in 
rounding people up for deportation. 

● Most commonly, cooperation looks like local 
jails telling ICE who’s being held there, so 
ICE can come in and deport them. Sanctuary 
cities wouldn’t do this.

Surveillance of Immigrant Communities 



● NYC claims to be a sanctuary city … but 
isn’t. 

● And it’s not just NYC. Local police 
nationwide cooperate with ICE,

● CrimeTracer (formerly COPLINK) is a 
database that most big police departments 
in the US feed into, that ICE can access. It 
includes facial recognition.

Surveillance of Immigrant Communities 



Surveillance of Public Housing

How does NYPD spy on NYCHA 
housing? With 2 main pieces of tech:

1. “VIPER” Cameras

NYPD operates a system of over 3,100 
cameras, called VIPER, that is ONLY in use in 
public housing. It can pan, tilt, and zoom, 
and it most likely is also equipped with facial 
recognition capacity.

https://assets.nyclu.org/publications/nyclu_pub_whos_watching.pdf


Surveillance of Public Housing

How does NYPD spy on NYCHA 
housing? With 2 main pieces of tech:

2. “Shotspotter” Microphones

“Shotspotter” produces mainly false 
alarms that sends NYPD chasing 
phantom gunshots. These 
microphones are all over the city, but 
disproportionately near public 
housing.

https://static1.squarespace.com/static/5c1bfc7eee175995a4ceb638/t/62cc83c0118f7a1e018bf162/1657570241282/2022.7.7_ShotSpotter+Report_FINAL.pdf


Surveillance of Public Housing

● Surveillance is not only used to investigate 
crimes, but are also used to pursue lease 
violations and evict public housing residents. 
In one case involving a camera, someone 
was evicted just for spitting.

● The surveillance of public housing is a major 
link in the well-established 
public-housing-to-prison pipeline.

https://www.washingtonpost.com/made-by-history/2023/05/24/public-housing-surveillance/
https://www.pnas.org/doi/10.1073/pnas.2123201119


Surveillance of Public Housing

http://www.youtube.com/watch?v=XzzTQcdN42I


All surveillance systems, like 
all policing in the United 
States, disproportionately 
targets Black and Latinx 
communities, including 
children.

Surveillance of Black and Latinx Children



The gang database is a perfect example of 
this: 99% of the people in the database 
are Black and Latinx, and it 
disproportionately targets young people. 
And because children are added to the 
database by “associating” with anyone 
already being tracked, the gang 
database’s effect is to criminalize children’s 
friendships.

Surveillance of Black and Latinx Children



Police spy on social media 
constantly: through huge webs of 
fake accounts, or through data 
brokers like Dataminr with the 
ability to scan massive amounts of 
profiles. These are especially used 
to spy on protesters and 
organizers.

Social Media Surveillance 

https://www.theguardian.com/us-news/2023/sep/08/new-york-police-tracking-voyager-labs-meta-contract?CMP=Share_iOSApp_Other
https://theintercept.com/2020/06/24/fbi-surveillance-social-media-cellphone-dataminr-venntel/


● Non-English speakers are at higher 
risk of surveillance

● NYPD searches for “suspicious 
phrases” actually flag common 
Spanish words meaning family or 
group of close friends.

Social Media Surveillance 



Social Media Surveillance 

http://www.youtube.com/watch?v=R6nhhxAI0Qo


NYPD can spy on us through everyday 
apps such as:

● Facebook
● Twitter
● Instagram
● Cashapp
● Venmo
● WhatsApp 
● iMessage
● SMS texting (anything not end-to-end 

encrypted) 

Surveillance Mechanisms



Surveillance Mechanisms

http://www.youtube.com/watch?v=XxARQBvKHYI


How much money does Surveillance Cost?

● The total amount the NYPD is spending on 
surveillance technologies is unknown. 

● We know that the NYPD is in possession of 
powerful surveillance technology, 
including facial recognition tech, X-ray 
vans, stingrays, ShotSpotters, drones and 
other military equipment 

Powerful spying technology that the NYPD 
has full authority to deploy on New Yorkers 
without any oversight.



● For more, see the 
#UnfriendtheNYPD campaign: 

● Learn how BIPOC youth and 
young adults in New York can 
protect themselves and their 
data from law enforcement’s 
surveillance of their smartphone 
apps.

Learn More About Social Media Surveillance 



Protests
● Wear logo-free, nondescript clothing
● Communicate via Signal
● If you can, leave your phone at home
● If you can’t, turn your phone on airplane 

mode, disable Face ID, and back up your 
content

● If you’re arrested, NEVER give NYPD 
access to your phone

Social media
● Don’t accept friend requests from 

strangers
● Minimize what you share publicly

Ways to Stay Protected!



QUESTIONS

Are You in the Gang Database? Use 
this QR code to submit a FOIL request.



The NYPD Published Its Arsenal of Surveillance Tech. Here’s What We Learned

● Using Surveillance to Punish and Evict Public 
Housing Tenants is Not New 

● Concentrated incarceration and the 
public-housing-to-prison pipeline in New York City 
neighborhoods 

● NYPD spent millions to contract with firm banned 
by Meta for fake profiles 

● Inside the NYPD’s Surveillance Regime
● FBI Expands Ability to Collect Cellphone Location 

Data, Monitor Social Media, Recent Contracts Show 
● WHO’S WATCHING? VIDEO CAMERA 

SURVEILLANCE IN NEW YORK CITY AND THE 
NEED FOR PUBLIC OVERSIGHT

● ShotSpotter and the Misfires of Gunshot Detection 
Technology

● The NYPD Published Its Arsenal of Surveillance 
Tech. Here’s What We Learned
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